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Global Challenges and Trends
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Corporate Research
(circa 1980)
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Globalization of R&D

WORLD TOTAL $1,192B

Source: www.rdmag.com “2011 Global R&D Funding Forecast” - Battelle
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World R&D Trends:
A Global Shift
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First Degrees in Natural Sciences
& Engineering
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World’'s 300mm Fab
Capacity and Location
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Counterfeit Incidents
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» Improve system security through
coordination of disciplines

» Support current acquisition programs

» Advancing the state of practice to scale
these activities and increase assurance

Uncompromised and secure military
systems for the warfighter
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Drivers/Enablers ‘
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Program Protection Planning

Program
Protection
Planning

Technology

Components

Information

Protect through:
» Anti-Tamper

* Export Control
» Security

Protect through:

* Trusted Suppliers

» Secure Systems Design
» Software Assurance

Protect through:

* Export Control

» Security

e Information Assurance

Integrating Security and Engineering disciplines is
essential to comprehensive system security
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DOD Microelectronics Supply Chain

Program Protection
Planning

System Components

Source critical hardware
components from trusted suppliers

e DOD Microelectronics Supply Chain \
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FY11 Trusted Supplier Lan
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BAE Systems Electronic
Solutions

BAE Systems Microwave
Electronics Center
Cypress Semiconductor
Minnesota

Honeywell Aerospace
Plymouth

HRL Laboratories, LLC

IBM Corporation
Burlington

IBM Corporation East
Fishkill

Intersil Corporation

National Semiconductor
Corporation
Northrop Grumman
Electronic Systems
Northrop Grumman
Aerospace Systems
Raytheon RF
Components

Sandia Mational
Laboratories

Sarnoff Corporation - -

Silanna Semiconductor

TriQuint Semiconductor -

Texas

46 Accredited Companies/Organizations providing 90 Trusted
Services: Microelectronics Design, Fab, Packaging/Test
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Quadrennial Defense Review |
Missions Require New Capabilities

1. Defend the United States and

Support Civil Authorities at Home
QUADRENNIAIC

DEFENSE REVIEWA B2 Sucge_ed in Counterinsurge_ncy,
Stability, and Counterterrorist
Operations

FEBRUARY 2Z08%

3. Build the Security Capacity of
Partner States

4. Deter and Defeat Aggression in
Anti-Access Environments

5. Prevent Proliferation and Counter
Weapons of Mass Destruction

6. Operate Effectively in Cyberspace.
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Capability Priorities
for FY12-16

Force Multipliers

Complex Threats Data-to-Decisions

Electronic Warfare /

Electronic Protection
Autonomy

Cyber Science and

Technology Engineered Resilient

Systems

Counter Weapons of

Mass Destruction
Human Systems
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Innovation Model

Operational Users
Community

Labs Industrial Base
Academia FFRDCs, (IR&D / CR&D)
UARCs
SBIR

Requirements &
Acquisition Community

Incentives and Processes to Create A Tightly-Coupled Community
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Summary

« Depending solely on COTS is too risky for
DoD.

 Trusted systems acquisition will drive need
for trusted components, demand will ramp.

« Trusted systems design methods will
provide options, enable globally sourced
components

« DoD’s support for Science, Technology,
Engineering, and Math will create a large
diverse pool of talent for DoD and
contractor community.

| GOMACTech 2011 . . . . . . . . N
03,22,201icpage_22 Distribution Statement A: Approved for public release; distribution is unlimited.



	Department of Defense Microelectronics Strategy 
	Outline
	Global Challenges and Trends
	Corporate Research �(circa 1980)
	Globalization of R&D
	World R&D Trends: �A Global Shift
	First Degrees in Natural Sciences �& Engineering
	Global Innovation is increasing
	World’s 300mm Fab �Capacity and Location
	Outline
	Counterfeit Incidents
	Global Counterfeit Parts Industry
	Trusted Defense Systems
	Trusted Defense Systems Strategy
	Program Protection Planning
	DOD Microelectronics Supply Chain
	FY11 Trusted Supplier Landscape
	Outline
	Quadrennial Defense Review �Missions Require New Capabilities
	Capability Priorities�for FY12-16
	Incentives and Processes to Create A Tightly-Coupled Community
	Summary

